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Preface
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the implementation of the Nucleus PLUS kernel.

Nucleus NET Reference M anual, by Accelerated Technology, describes the installation
and operation of the TCP/IP Nucleus PLUS network facilities.
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The Nucleus Extended Protocol Package contains an RFC compliant FTP Server, FTP
Client, Telnet Server and TFTP Server. The demonstration program XPROTD. C provides
a demonstration of each of the four protocols. The FTP Server, FTP Client and TFTP
Server are dependent on the Nucleus File Abstraction Layer for file 1/O operations.

Nucleus FTP Server

The Nucleus FTP Server APl is a set of functions for use with Nucleus PLUS in
conjunction with Nucleus NET. These functions provide an RFC compliant FTP Server
implementation and serve as an example for building custom servers.

Nucleus FTP Client

The Nucleus FTP Client API is a set of functions for use with Nucleus PLUS in
conjunction with Nucleus NET. These functions provide an RFC compliant framework
upon which an FTP Client application can be built. They are designed to alow for a
variety of different client implementations, ranging from an interactive user-oriented
client to an embedded special-use client.

Nucleus Telnet

The Nucleus Telnet API is a set of functions for use with Nucleus PLUS in conjunction
with Nucleus NET. These functions provide an RFC compliant framework upon which a
simple Telnet application can be built for an embedded system. For example, a Telnet
debugger server can be built as atask in an application. The Telnet facility could then be
used on another computer to connect to this debugger server and retrieve Nucleus
Debugger information for the application.

Nucleus TFTP Server

The Nucleus TFTP Server is an implementation of an RFC compliant TFTP server
designed to run on top of the Nucleus NET protocol stack and the Nucleus PLUS RTOS.
TFTP (Trivial File Transfer Protocol) is, as its name implies, a very simple file transfer
protocol. Using the Nucleus TFTP Server, a user can implement the TFTP Server and
have it executing as a separate task than the user’'s application. The Nucleus TFTP
Server is compatible with RFC 2347 compliant and non-compliant TFTP Client
applications.
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Files Shipped with Nucleus FTP

Nucleus FTP is comprised of the files shown in the table below. For specific notes on
your platform, refer to the Target Specific Notes that came with Nucleus FTP.

File Name Description

FTPS. C Server-level API functions, which provide a basic FTP Server
implementation.

FSP.C Server-level command primitives needed to create an RFC
compliant FTP Server.

FST.C Server-level application initialization routines responsible for
defining the initial application environment.

FTP_CFG C Configuration data for the FTP client and FTP server. Data
structures can be customized by the application devel oper.

FTPC. C Client-level API functions that provide a basic FTP Client
implementation.

FC.C Functions that can be called by both the client and the server. It
helps in consolidating duplicate code.

FCP.C Client-level command primitives needed to create an RFC
compliant FTP Client application.

FC_DEFS. H Common defines for the FTP Client and Server. It contains API
constant defines as well as definitions of all APl specific data
structures.

FC EXTR H Function prototypes and efined contants for FTP Client and
Server functions. All correlating functions are defined in FC.C

FTPS_DEF. H Definitions for the FTP Server-level API. It includes the AP
constant defines as well as definitions of all APl specific data
structures.

FSP_EXTR H Function prototypes for the FTP server command primitives
found in FSP. C.

FST EXTR H Function prototypes for the Server-level tasks and genera
application initialization utilitiesfound in FST. C.

FTPS EXT. H This file contains the function prototypes for the Server-level
API and general utilities found in FTPS. C.

FTPC_DEF. H Definitions for the FTP Client-level API. It includes the API
congtant defines as well as definitions of all APl specific data
structures.

FTPC EXT. H Definitions for the Client-level API functionsfound in FTPC. C.
FCP_EXTR H Function prototypes and defined constants for the FTP Client-
level command primitives found in FCP. C.

FTP_CFG H Configuration definitions for FTP Client and Server. Data
structures can be customized by application developer.

NU_FTP. H Thisis the only header file required to include in an application
to have accessto al FTP Client and Server-Level functions.

* £
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Nucleus FTP Commands Supported

The following table shows all of the commands that are supported with this version of the
Nucleus Extended Protocol Package. If you wish to add more commands, you can easily
modify the Control Task routine to add a call for the command, and write your command
in FSP. C (for server commands) and FCP. C (for client commands).

Command Supported M eaning

USER Client/Server | Command that identifies the user.

REI'N Unsupported | This command terminates a USER, flushing all
I/0 and account information, except to alow any
transfer in progress to be completed.

TYPE Client/Server | The argument specifies the representation type
command. Only the Image parameter supported at
thistime.

STOR Client/Server | Store command used for storing files.

RNFR Client/Server | This command specifies the old pathname of the
file that isto be renamed. This command must be
immediately followed by a "rename to" command
specifying the new file pathname.

oD Client/Server | This command alows the user to work with a
different directory or dataset for file storage or
retrieval without altering his login or accounting
information.

SYST Client/Server | System command.

CDuUP Client Change to Parent Directory.

STQU Unsupported | Store Unique command.

PASS Client/Server | Command that specifies the user’s password.

QT Client/Server | Logout command.

STRU Client/Server | File Structure command.

APPE Client/Server | This command causes the server-DTP to accept
the data transferred via the data connection and to
store the datain a file at the server site. If the file
specified in the pathname exists at the server site,
then the data shall be appended to that file;
otherwise, the file specified in the pathname shall
be created at the server site.
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LI ST Client/Server | This command causes a list of directories and
filenames to be sent from the server.

STAT Client/Server | This command shall cause a status response
to be sent over the control connection in the
form of areply.

RVD Client/Server | Remove Directory command.

XRVD Client/Server | Microsoft command-line Remove Directory
command.

ACCT Client/Server | Account command.

PORT Client/Server | The argument is a HOST-PORT specification
for the data port to be used in data
connection.

MODE Client/Server | Transfer Mode command. Only MODE=
stream command is supported.

ALLO Unsupported | This command may be required by some
servers to reserve sufficient storage to
accommodate the new file to be transferred.

ABOR Server This command tells the server to abort the
previous FTP service command and any
associated transfer of data.

NLST Client/Server | Thiscommand causes alist of filenamesto be
sent.

HELP Client/Server | This command causes the server to send
helpful information regarding its
implementation status over the control
connection to the user.

PVWD Client/Server | Print Current Working Directory command.

SMNT Unsupported | Structure Mount command.

XMKD Client/Server | Microsoft command-line FTP  Make
Directory.

PASV Client/Server | This command requests the server to "listen”
on a data port (which is not its default data
port) and to wait for a connection rather than
initiate one upon receipt of a transfer
command.

RETR Client/Server | The Retrieve command.

REST Unsupported | The argument field represents the server
marker at which file transfer isto be restarted.

DELE Client/Server | This command causes the file specified in the
pathname to be deleted.
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MODE Client/Server | Transfer Mode command. Only MODE=
stream command is supported.

ALLO Unsupported | This command may be required by some
servers to reserve sufficient storage to
accommodate the new file to be transferred.

ABOR Server This command tells the server to abort the
previous FTP service command and any
associated transfer of data.

NLST Client/Server | This command causes a list of filenames to
be sent.

HELP Client/Server | This command causes the server to send
hel pful information regarding its
implementation status over the control
connection to the user.

PVD Client/Server | Print Current Working Directory command.

SIMNT Unsupported | Structure Mount command.

XMKD Client/Server | Microsoft command-line FTP  Make
Directory.

PASV Client/Server | This command requests the server to "listen”
on a data port (which is not its default data
port) and to wait for a connection rather than
initiate one upon receipt of a transfer
command.

RETR Client/Server | The Retrieve command.

REST Unsupported | The argument field represents the server
marker a which file transfer is to be
restarted.

DELE Client/Server | Thiscommand causes the file specified in the
pathname to be deleted.

SITE Unsupported | This command provides site parameters.

NOOP Client/Server | This command does not affect any
parameters or previously entered commands.

MKD Client/Server | Make Directory command.

XPVWD Client/Server | Microsoft command-line Print  Current

Working Directory Command.
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FTP Common Defines and Data Structures

This section will cover data structures and defines that are used with both the Nucleus
FTP Server and Client.

Defines
The following are return codes used within the Nucleus FTP Server and Client:

Define Variable Value
FTP_CMD_RECEI VED 1

FTP_EOF 0

FTP_SUCCESS 0

FTP_I NVALI D_CLI ENT -1501
FTP_I NVALI D_TASK -1502
FTP_STACK_ERROR -1503
FTP_I NVALI D_USER -1504
FTP_I NVALI D_PASSWORD -1505
FTP_I NVALI D_TYPE_CODE -1506
FTP_BUFFER_OVERRUN -1507
FTP_BAD_HOST -1508
FTP_BAD_RESPONSE -1509
FTP_TI MEOUT -1510
FTP_NEED PASSWORD -1511
FTP_NEED_ACCOUNT -1512
FTP_I NVALI D_ACCOUNT -1513
FTP_I NVALI D_STRU_CODE -1514
FTP_I NVALI D_MODE_CODE -1515
FTP_I NVALI D_BUFFER -1516
FTP_TRANSFER_ABCRT -1517
FTP_FI LE_ERROR -1518
FTP_BAD_MSG_FORMAT -1519
FTP_REPLY_BUFFER_OVERRUN -1520
FTP_I NVALI D_| P_ADDR -1521
FTP_BAD_CMD_FORVAT -1522
FTP_BAD_FI LE_DESCRI PTOR -1523
FTP_WRI TE_FAI LED -1524
FTP_FI LE_NOT_FOUND -1525
FTP_NO _FI LE_DESCRI PTOR_AVAI L -1526
FTP_FI LE_ALREADY_EXI STS 1527
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Define Variable Value
FTP_SPECI AL_ACCESS_ATTEMPTED -1528
FTP_I NVALI D_FI LE_PO NTER -1529
FTP_UNKNOWN_FI LE_ERROR -1530
FTP_SYNTAX_ERROR 1531
FTP_REG STRATI ON_FAI LURE -1532
FTP_OPEN_DRI VE_FAI LURE -1533
FTP_CURRENT_DI R_FAI LURE -1534
FTP_MEMORY -1535
FTP_SERVI CE_UNAVAI LABLE -1536
FTP_CVD_NOT_| MPLENVENTED -1537
FTP_BAD_CMD_SEQUENCE -1538
FTP_FI LE_UNAVAI LABLE -1539
FTP_I NVALI D_FI LE_NAVE -1540
FTP_CVD_UNRECOGNI ZED -1541

The following are internal constants used by the Nucleus FTP Server and Client:

Define Variable Value
FTP_WELLKNOMN 21

FTP_VALI D_PATTERN 0x10229700L
FI LENAVE_SI ZE 12
FTP_TYPE_| MAGE 0
FTP_TYPE_ASCI | 1
FTP_TYPE_LOCALS 0

Data Structures

This section will cover the structures used within the Nucleus FTP Server and Client.
The | P_ADDR_STRUCT is used to contain the Client’s IP address and the Port Number

when a data connection is made.

typedef struct | P_ADDR_STRUCT
{

UCHAR i p_nuni4];
SHORT port _num
} | P_ADDR;
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FTP Server-Level Defines and Data Structures

This section will cover defines and data structures that are used in the Nucleus FTP
Server. This section is broken up into two parts. The first part consists of defines used
within the Nucleus FTP Server. The second part contains Structure Definitions used

within the Nucleus FTP Server.

Defines

The following are internal constants used by the Nucleus FTP Server:

FTPS_TRANSFER BUFF_S| ZE

Define Variable Value
FTPS_COWAND BUFFER SI ZE 8
FTPS_REPLY_ BUFFER S| ZE 512
FTPS_GENER C_BUFF_SI ZE 256
512

FTPS_| NACT_TI MEOUT

(300 * SCK_Ti cks_Per_Second)

FTPS_DATA_TI MEOUT

(300 * SCK_Ti cks_Per_Second)

FTP_GET_CURRENT YEAR

2001

The following is a list of task-related variables used by the Nucleus FTP Server. These
values are optimal, but if you add more functionality, you made need to increase the

STACK Sl ZE values.

CONTROL_PRI ORI TY

Define Variable Value
CLEANER QUEUE_SI ZE 10
FTPS_SERVER DEFAULT_PORT 21
FTPS_SERVER MAX_PENDI NG 10
FTPS_MASTER STACK_SI ZE 5000
FTPS_CLEANER STACK_SI ZE 2000
FTPS_CONTROL_STACK_SI ZE 4000
FTPS_DATA_ SEND STACK_SI ZE 2000
FTPS_DATA RECV_STACK_SI ZE 3000
FTPS_DATA DI R_STACK Sl ZE 2000
MAX FTPS CONNECTI ONS 120 /* max. TCP/IP connects is
B B 120 */
100

DATA PRIORI TY

CONTROL_PRIORITY + 2

DATA TI ME_SLI CE

Tl CKS_PER_SECOND * 20
/* 20 seconds*/

10
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FTP_GET_CURRENT_YEAR

When the client requests Nucleus FTP Server for a directory listing, FTP Server checks
to see whether the current year is the same as the year the file was created. If the checks
passes then the server sends the time else it sends the year as part of the directory listing
to the client.

This macro returns the current year, The user can define this macro to be your own
function that return the current year.

#define FTP_GET_CURRENT YEAR 2001

Data Structures
This section will cover the structures used within the Nucleus FTP Server.

The following is the FLAGS structure used by the Nucleus FTP Server to keep track of the
FTP commandsit is processing:

USER, PASS, TYPE, MODE, STRU, RNFR, and tasking.
t ypedef struct FLAGS

{
| NT16 user Fl ag;
I NT16 passFl ag;
I NT16 t ypeFl ag;
I NT16 nodeFl ag;
I NT16 struFl ag;
| NT16 rnfrFl ag;
| NT16 t askFl ag;
I NT16 pasvFl ag;

} CVD_FLAGS;

The following structure is FTP_SERVER _STRUCT. This structure is the main structure
used within the Nucleus FTP Server and is updated with every connection made.

typedef struct FTP_SERVER_STRUCT

UNSI GNED val i dPat t er n;
NU_TASK *t askl D;
CHAR t askName[ 8] ;
DATA ELEMENT t askSt at us;
UNSI GNED schedul eCount ;
OPTI ON priority;
OPTI ON preenpt;

UNSI GNED tinmeSlice;
va D *st ackBase;
UNSI GNED st ackSi ze;
UNSI GNED m nSt ack;

struct addr_struct server Addr;
struct addr_struct serverDat aAddr;
struct addr_struct clientAddr;
struct addr_struct clientDataAddr;
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I NT socket d;

I NT dat aSocket d;

I NT transfer Type;

I NT | ast Error;

I NT stackError;

I NT replyl ndex, replyTail

I NT defaul tDrive;

CHAR repl yBuf f [ FTPS_REPLY_BUFFER_SI ZF] ;
CHAR fil eSpec[ FTPS_CGENERI C_BUFF_SI ZE] ;
CHAR pat h[ FTPS_GENERI C_BUFF_SI ZE] ;

CHAR *filenane;

CHAR r enanmePat h[ FTPS_GENERI C_BUFF_SI ZE] ;
CHAR *renaneFil e;

CHAR current Wor ki ngDi r [ FTPS_GENERI C_BUFF_SI ZE] ;
struct FLAGS cmdFTP

CHAR user [ FTP_MAX_| D_LENGTH] ;

NU_EVENT _GROUP FTP_Events

STATUS transf er St at us;

} FTP_SERVER,

FTP Server Simple User Authentication

Defines
The Macros are defined in FTP/ | NC/ FTP_CFG. H

The macro FTP_USE_ANONYMOUS can be defined if you want to enable the use of
anonymous FTP connections. The password for anonymous users is currently an email
address. No checking is implemented other than the form of a standard email address.
Anonymous FTP is enabled by default(NU_TRUE).

#def i ne FTP_USE_ANONYMOUS NU_TRUE

Set the maximum length of a username and password as defined in the following
FTP_Password_List[].

#define FTP_MAX_| D_LENGTH 32
#define FTP_MAX_PW LENGTH 32

12 k
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Data Structures
This Data Structure that will hold the password list is

typedef struct FTPSacct

CHAR i d[ FTP_MAX_| D_LENGTH] ;
CHAR pw FTP_NMAX_PW LENGTH| ;
} FTPSACCT;

Configurable Variable

A sample list of passwords for simple user authentication is defined in
FTP/ SRC/ FTP_CFG. C. Edit this list to add users to this server. Note: No dynamic user
administration functions are available, but can be added by the application devel oper.

FTPSACCT FTP_Password_List[] =

{
{"jon", "doe"},
{"fred", "fish"},
{"joe", "blow'},
{"\0', "\0'}

s

FTP Server Level Functions

This section will give a description of all function prototypes used within the FTP Server.

NU FTP_Server Init

I NT32 NU_FTP_Server _| nit (VA D)

Description

This function is the application layer function that is called to initialize and start the
Nucleus FTP Server.

Parameters

None
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FTP Client Level Defines and Data Structures

Defines

The FTP Client API uses a number of constants in the form of #defi nes. The majority
of these are return codes. Following isalist of defines, their values, and in what category
they belong (whether they are areturn code, internally used values, or parameter values).

Name Value

FTPC MAX_RECV_PACKET 1500

FTPC_MODE_STREAM 0

FTPC STRU FI LE 0

FTPC REPLY_BUFFER_SI ZE 512

FTPC_GENER C_BUFF_SI ZE 256

FTPC_TRANSFER BUFF_SI ZE 1024

FTPC | NACT TI MEQUT (300 * SCK_Ti cks_Per _Second)
FTPC_CC(]\]N_Tl VEQUT (30 * SCK_Ti cks_Per _Second)
FTPC:MTA&_T| MVEQUT (300 * SCK_Ticks_Per_Second)

The timeout value, FTPC_| NACT_TI MEQUT, is humber of seconds to wait for expected
response from the server, on either the control connection or the data connection, before
closing the session. This value can be changed to suit individual systems.

The timeout value, FTPC_CCONN_TI MEQUT, is number of seconds to wait after
attempting to close the control connection before terminating the connection and
reporting an error. This value can be changed to suit individual systems.

The timeout value, FTPC DATACT_TI MEQUT, is number of seconds to wait after
attempting to send or receive data before the connection is closed and an error is
reported. This value can be changed to suit individual systems.

Type Definitions
The FTP Client API relies on a number of structures in order to maintain reentrancy.

These structures hold connection-specific data and are required for every cal to a
functionin the API.

FTP_CLI ENT

The FTP_CLI ENT type is used to define the parameters of a specific FTP Client
connection. All cals to the API require this parameter. The FTP_C i ent _Open
function initializes the fields in this structure and creates the TCP/IP connection. The
initialization includes placing a valid pattern in the val i d_pattern field, which is
checked for by every other function in the API, and storing the task ID of the calling task
in the task_id field. Every open connection is associated with the task that calls
FTP_d i ent_Open and may not be used by any other task. Once a connection has
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been established, the socket descriptor for the connection is stored in the socket d field.
The structure contains fields for storage of the host IP address, as well as both data
connection IP addresses. Also included is the reply buffer used to store and construct
reply messages from the server. Finaly, there are fields for storage of a transfer type
specifier, the last error type returned by a call to the API, and the error code returned by
the stack in case of an FTP_STACK_ERROCR.

typedef struct FTP_CLI ENT_STRUCT

UNSI GNED val id_pattern;
UNSI GNED task_id;

| NT socket d;

| P_ADDR *host _addr,

*| ocal _dat a_addr,
*host _dat a_addr;

| NT transfer_type;
| NT | ast _error;
| NT stack_error;
CHAR reply_buff[ FTP_REPLY_BUFFER_SI ZE] ;
I NT reply_idx,
reply_tail;
} FTP_CLI ENT;

k 15
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FTP Client Level Functions
NU FTPC i ent Open

I NT FTPC Qi ent_Qpen(FTP_CLIENT *client, |P_ADDR *host _ip)

This function initializes the FTP_CLI ENT instance client and attempts to create a
connection to the host defined by host _i p. Note that if the port_num field of
host i p iszero, then the default port for FTP connections will be used, as defined by
FTP_WELLKNOWN, which defaults to 21. Once a connection has been successfully made
through the use of this call, only the task that made the call may use the connection.

NOTE: Do not cal this function with a structure that still refers to an open
connection, as the old connection will be lost, and the structure overwritten with
the data for the new connection.

Parameters
Parameter M eaning
Cient (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
host _i p (1 P_ADDR *) Pointer to the ip address of the remote host.

Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns FTP_STACK_ERROR or FTP_BAD_HOST.
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NU FTPC dient_ C ose

I NT FTPC dient_C ose( FTP_CLI ENT *client)

This function closes an FTP connection between the client and the target host. If an error
is returned by this function, the connection is till closed. The error indicates that some
internal function failed in its task.

Parameters
Parameter M eaning
Cient (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.

Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it returns the
following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,
FTP_STACK_ERROR,
FTP_CMD_UNRECOGNI ZED or
FTP_BAD_RESPONSE.
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NU FTPC Cient_Login

INT FTPC dient_Logi n(FTP_CLI ENT *cli ent,

CHAR *user nane,
CHAR *passwor d)

This function attempts to open the account of a particular user, defined by user nane,
on the currently connected host. The password parameter may be left NULL if the host
does not require a password. |If the parameter is left NULL and the host does ask for a
password, the function will return FTP_I NVALI D_PASSWORD. If a password is not
required by the host, but is provided by the user, it will be ignored. If usernane is
NULL, the function will attempt to connect as ‘anonymous,” with no password.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
user name (CHAR *) Pointer to a buffer containing the user name.
passwor d ( CHAR *) Pointer to a buffer containing the password.
Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns the following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,
FTP_NEED_ACCOUNT,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEVENTED,
FTP_BAD_CMD_SEQUENCE,
FTP_I NVALI D_USER or
FTP_BAD_RESPONSE.
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NU_FTPC O ient Get

I NT FTPC dient_Get (FTP_CLIENT *client,
CHAR *r pat h,
CHAR *| pat h)

This function retrieves a file from the host computer specified in r pat h and stores the
filein thelocal location specified in| pat h.

Parameters
Parameter M eaning
client ( FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
rpath (CHAR *) Pointer to a buffer containing the path of the remotefile.
| path (CHAR *) Pointer to a buffer containing the path of the local file.
Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns the following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,

FTP_I NVALI D_USER,
FTP_BAD_RESPONSE,

FTP_FI LE_UNAVAI LABLE,
FTP_FI LE_NOT_FOUND,
FTP_TI MEOUT,
FTP_STACK_ERROR,

FTP_MEMORY or
FTP_FI LE_ERROR.
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NU_FTPC O i ent _Put

I NT FTPC dient _Put (FTP_CLIENT *client,
CHAR *r pat h,
CHAR *| pat h)

This function transfers alocal file specified by | pat h to the remote host, storing the file
at the location specified by rpath. If the file exists on the host, and the host is
configured to not allow overwrites, an error will be returned.

Parameters
Parameter M eaning
client ( FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
rpath (CHAR *) Pointer to a buffer containing the path of the remotefile.
I path (CHAR *) Pointer to a buffer containing the path of the local file.
Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns the following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,

FTP_SERVI CE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,

FTP_I NVALI D_USER,
FTP_BAD_RESPONSE,

FTP_FI LE_UNAVAI LABLEFTP_TI MEOUT,
FTP_STACK_ERROR,
FTP_NEED_ACCOUNT,

FTP_I NVALI D_FI LE_NAME,

FTP_MEMORY or
FTP_FI LE_ERROR.
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NU FTPC O ient_ Append To File

I NT FTPC O i ent _Append_To_Fil e(FTP_CLI ENT *client,
CHAR *r pat h,
CHAR *| pat h)

This function appends a local file specified by | pat h to the remote file at the location
specified by r pat h.

Parameters
Parameter M eaning
client ( FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
rpath (CHAR *) Pointer to a buffer containing the path of the remotefile.
| path (CHAR *) Pointer to a buffer containing the path of the local file.

Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns the following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,

FTP_I NVALI D_USER,
FTP_BAD_RESPONSE,

FTP_TI MEOUT,
FTP_STACK_ERROR,

FTP_MEMORY or
FTP_FI LE_ERROR.
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NU FTPC Cient _ChDr

INT FTPC dient _ChDi r (FTP_CLIENT *client, CHAR *path)

FTPC Client_ChDir attempts to change the currently active directory on the remote
system.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
pat h (CHAR *) Pointer to a buffer containing the remote path.
Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns the following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,
FTP_SERVI CE_UNAVAI LABLE,
FTP_STACK_ERROR,

FTP_I NVALI D_USER,

FTP_FI LE_NOT_FOUND,
FTP_BAD_RESPONSE,
FTP_CMD_UNRECOGNI ZED
FTP_BAD_CMD_FORMAT oOr

FTP_CMD_NOT_| MPLENMENTED.
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NU FTPC Client _Dir

INT FTPC dient_Dir(FTP_CLIENT *client,
CHAR *buffer,
I NT buff_size,
CHAR *fi | espec)

This function performs a directory listing of the current active remote directory,
including only those files that match the specification stored in fil espec. Thelisting
is stored in buffer. If the listing exceeds the amount of space available in
buf f er (as defined by buff _si ze) , the function discards the excess input and returns
the FTP_BUFFER_OVERRUN error code. The user can then choose to use the incomplete
data or call the function again with alarger buffer.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
buf f er (CHAR *) Pointer to a buffer that will hold the directory
information.
buff_si ze (1 NT) Size of the buffer.
filespec (CHAR *) Pointer to a buffer containing the specification of the
filesto belisted.
Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns the following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,

FTP_I NVALI D_USER,
FTP_BAD_RESPONSE,

FTP_TI MEOUT,

FTP_STACK_ERROR oOf
FTP_I NVALI D_BUFFER.
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NU FTPC O ient N i st

INT FTPC dient_Nist(FTP_CLIENT *client,
CHAR *buffer,
I NT buff_size,
CHAR *fi | espec)

This function performs a directory listing of the remote host, including only those files
that match the specification stored in fil espec. Thelisting is stored in buffer. If
the listing exceeds the amount of space available in buffer(as defined by
buf f _si ze) thelisting will be truncated.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
buf f er (CHAR *) Pointer to a buffer that will hold the directory
information.
buff_si ze (1 NT) Size of the buffer.
filespec (CHAR *) Pointer to a buffer containing the specification of the
filesto belisted.
Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns the following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,

FTP_I NVALI D_USER,
FTP_BAD_RESPONSE,

FTP_TI MEOUT,
FTP_STACK_ERROR oOf

FTP_I NVALI D_BUFFER.
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NU FTPC dient_Tran_Type

INT FTPC dient_Tran_Type(FTP_CLI ENT *client, INT type)

This function aters the defined data transfer type. The three possible codes are:
FTP_TYPE_ASCI |, FTP_TYPE_| MAGE, and FTP_TYPE_LOCAL8 (which is functionally
identical to | MAGE).

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
type (I'NT) Thedatatransfer type.

Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns the following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,
FTP_STACK_ERROR,

FTP_I NVALI D_TYPE_CODE,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEVENTED,
FTP_I NVALI D_USER or

FTP_BAD_RESPONSE.
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NU FTPC Cient RrDir

INT FTPC dient_RnDi r (FTP_CLI ENT *client, CHAR *path)

This function removes the directory specified by pat h from the server. An error is
returned if the directory does not exist, the directory cannot be removed (in use, or not
empty), or if the user does not have the appropriate privilege level.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
pat h (CHAR *) Pointer to the character string containing the path
of the target directory.
Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it returns the
following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,
FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEMENTED,
FTP_BAD_CMD_SEQUENCE,
FTP_I NVALI D_USER,

FTP_FI LE_UNAVAI LABLE, or
FTP_BAD_RESPONSE.
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NU FTPC Cient MD r

INT FTPC O ient _MDir(FTP_CLI ENT *client, CHAR *path)

This function creates a directory with the name stored in pat h.  An error is returned if
pat h refersto adirectory that already exists, the path of the new directory isinvalid (an
absolute path where one of the parent directories does not exist), or if the user does not
have the appropriate privilege level.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
path (CHAR *) Pointer to the character string containing the path
of the new directory.
Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns the following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,
FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE
FTP_CMD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEMENTED,
FTP_I NVALI D_USER,

FTP_FI LE_UNAVAI LABLE or
FTP_BAD_RESPONSE.
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NU FTPC Client Status

INT FTPC dient_Status(FTP_CLIENT *client,
CHAR *pat h,
CHAR *buffer,
I NT buffsize)

This function returns the status of the entity defined by pat h. The status information is
returned in buf f er, with a maximum length of buf f si ze. An error is returned if the
entity in pat h does not exist.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
path (CHAR *) Pointer to the character string containing the
object that will be checked.
buf fer ( CHAR *) Pointer to abuffer to hold the status information.
buf fsi ze (1 NT) Size of the buffer.

Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns the following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,
FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEMENTED,
FTP_FI LE_UNAVAI LABLE or

FTP_BAD_RESPONSE.
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NU FTPC Cient Renane File

INT FTPC dient_Renane_Fi |l e( FTP_CLI ENT *client,
CHAR *ol d_fil e_nane,
CHAR *new_fil e_nane)

This function changes the name of a remote file from old_file_nane to
new file_name. Anerror isreturned if the file does not exist or if afile already exists
withthenameinnew fil e_nane.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
ol d_file_nane (CHAR *) Pointer to the old file name.
new file_nane (CHAR *) Pointer to the new file name.
Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns the following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,
FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEVENTED,
FTP_BAD_CMD_SEQUENCE,
FTP_I NVALI D_USER,
FTP_NEED_ACCOUNT,

FTP_I NVALI D_FI LE_NAME,

FTP_BAD_RESPONSE or
FTP_FI LE_UNAVAI LABLE.
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NU FTPC dient _Tran_ Mbde

I NT FTPC Qi ent_Tran_Mde( FTP_CLI ENT *client, |INT node)

This function alters the defined data transfer mode. The only defined mode is STREAM
The constant FTP_MODE_STREAM defines the value that this function uses to represent
this mode.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
nmode (1 NT) Transfer mode.

Return Value

Upon successful completion of this service, it returns FTP_SUCCESS. Otherwise, it
returns the following:

FTP_I NVALI D_CLI ENT,
FTP_I NVALI D_TASK,

FTP_I NVALI D_MODE_CODE
FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEMENTED,
FTP_I NVALI D_USER or

FTP_BAD_RESPONSE.
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FTP Client-Level Command Primitives
NU FCP_Repl y_Read

I NT FCP_Reply_Read(FTP_CLI ENT *cli ent,
unsi gned char *buffer,
I NT buffsi ze,
I NT timeout)

This general-purpose function retrieves a single valid FTP reply message from the
command connection and returns the message to the calling function. Each of the FTP
command primitives uses this function to receive the reply from the server.

The function returns a single FTP reply message in the memory space pointed to by
buf fer, returning no more than buf fsi ze characters. The function will wait for
ti meout timer ticks before returning an error if no data becomes available during that
time.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer to the FTP_CLI ENT structure.
buf f er (unsi gned char *) Pointer to the destination buffer.
buf f si ze (1 NT) Thesize of the destination buffer.
tinmeout (1 NT) Thetimeout value for the read.

Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_TI MEOUT,

FTP_STACK_ERROR,

FTP_BAD MSG_FORMAT or

FTP_REPLY_BUFFER_OVERRUN.
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NU FCP_Cient Verify Caller

INT FCP_Client_Verify_Caller(FTP_CLIENT *client)

This genera-purpose function verifies that the currently running task is the ‘owner’ of
the FTP session defined by cl i ent .

Parameters

Parameter M eaning

client (FTP_CLI ENT *) Pointer to the FTP_CLI ENT structure.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
FTP_I NVALI D_CLI ENT or FTP_I NVALI D_TASK.
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NU FCP_dient Tran_ Ack

INT FCP_Client_Tran_Ack(FTP_CLIENT *client,
I NT ignore_flag)

This genera-purpose function performs the final cleanup following any FTP command
that required a data connection. The ignore_flag parameter is set if an error
condition occurred during the transfer at the client side. This allows the function to be
used to clean the final reply message.

Parameters
Parameter M eaning
client ( FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
ignore_flag (1 NT) Flag to determine whether or not to use the incoming
message.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_TRANSFER ABORT,
FTP_FI LE_UNAVAI LABLE,
FTP_TRANSFER ABORT,
FTP_SYNTAX_ERRCR,

FTP_FI LE_NOT_FOUND or

FTP_BAD_RESPONSE.
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NU FCP_dient TYPE

INT FCP_Client _TYPE(FTP_CLIENT *client, INT type)

This function provides a primitive to send an FTP TYPE message to the server.
Supported types include ASCI |, | MAGE (binary), and LOCAL 8 (identical to | MAGE, but
necessary for RFC compliance).

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
type (I'NT) Code for transfer type.

Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_I NVALI D_TYPE_CODE,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEVENTED,
FTP_I NVALI D_USER or

FTP_BAD_RESPONSE.
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NU _FCP_d i ent MODE

INT FCP_Client MODE(FTP_CLIENT *client, |INT node)

This function provides a primitive to send an FTP MODE message to the server. The sole
supported mode is STREAM

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_d i ent structure.
node (1 NT) Code for transfer mode.

Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEVENTED,
FTP_I NVALI D_USER or

FTP_BAD_RESPONSE.
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NU FCP_Cl i ent STRU

INT FCP_Client _STRU(FTP_CLIENT *client, |INT structure)

This function provides a primitive to send an FTP STRU message to the server. The sole
supported structure typeis FI LE.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_d i ent structure.
structure (I NT) Code for transfer structure type.

Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_I NVALI D_STRU_CODE,
FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEMENTED,
FTP_I NVALI D_USER or

FTP_BAD_RESPONSE.
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NU FCP_dient PORT

INT FCP_Client PORT(FTP_CLIENT *client,
struct addr_struct *servaddr)

This function provides a primitive to send an FTP PORT message to the server.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
servaddr (STRUCT ADDR STRUCT*) Pointer to the structure
containing the address to be sent to the server.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,

FTP_I NVALI D_USER or
FTP_BAD_RESPONSE.
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NU FCP_dient LIST

INT FCP_Client LIST(FTP_CLIENT *client, CHAR *fil espec)

This function provides a primitive to send an FTP LI ST message to the server.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_C i ent structure.
filespec (CHAR *) Pointer to the string containing the directory to be
retrieved.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_TI MEOUT,
FTP_STACK_ERROR oOf
FTP_I NVALI D_BUFFER.
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NU FCP_dient RETR

INT FCP_Client RETR(FTP_CLIENT *client, CHAR *fil espec)

This function provides a primitive to send an FTP RETR message to the server. If a path
is included in the string, it refers to the path of the source file, not the destination file.
Wildcards are not allowed.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_C i ent structure.
filespec (CHAR *) Pointer to the string containing the name of the
file to be retrieved.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_FI LE_UNAVAI LABLE,
FTP_CMD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,

FTP_I NVALI D_USER,

FTP_FI LE_NOT_FOUND or

FTP_BAD_RESPONSE.
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NU FCP_Cient STOR

INT FCP_Client _STOR(FTP_CLIENT *client, CHAR *fil espec)

This function provides a primitive to send an FTP STOR message to the server. If a path
isincluded in the string, it refers to the path of the destination file rather than the path of
thelocd file. Wildcards are not allowed.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
filespec (CHAR *) Pointer to the string containing the name of the
fileto be sent.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_FI LE_UNAVAI LABLE,
FTP_MEMORY,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,

FTP_I NVALI D_USER,
FTP_NEED_ACCOUNT,

FTP_I NVALI D_FI LE_NAME or

FTP_BAD_RESPONSE.
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NU FCP_Cli ent APPE
I NT FCP_Client APPE(FTP_CLIENT *client, CHAR *fil espec)

This function provides a primitive to send an FTP APPE message to the server. Any data
sent over the data connection will be added to afile of that name on the host system. If a
path is included in the string, it refersto the file on the host rather than the file to be sent.
Wildcards are not allowed.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
filespec (CHAR *) Pointer to the string containing the name of the
file to be appended.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_FI LE_UNAVAI LABLE,
FTP_NMENCRY,
FTP_CVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CMD_NOT_| MPLEMENTED,
FTP_|I NVALI D_USER,
FTP_NEED_ACCOUNT,

FTP_FI LE_UNAVAI LABLE,

FTP_I NVALI D_FI LE_NAVE or
FTP_BAD_RESPONSE.
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NU FCP_dient NLST

INT FCP_Client _NLST(FTP_CLIENT *client, CHAR *fil espec)

This function provides a primitive to send an FTP NLST message to the server.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
filespec (CHAR *) Pointer to the string containing the directory to be
retrieved.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_FI LE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEVENTED,
FTP_I NVALI D_USER or

FTP_BAD_RESPONSE.
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NU FCP_d i ent USER

I NT FCP_Client USER(FTP_CLIENT *client, CHAR *usernane)

This function provides a primitive to send an FTP USER message to the server. This
function has multiple ‘success' codes, including the generic success (requiring no further
action), and the ‘need password’ success, where the command was received and
processed properly but does not have enough information to establish a connection.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
user nane ( CHAR *) Pointer to the string containing the username.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_NEED_PASSWORD,
FTP_NEED_ACCOUNT,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,

FTP_I NVALI D_USER or
FTP_BAD_RESPONSE.
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NU FCP_d i ent PASS

I NT FCP_Cli ent PASS(FTP_CLIENT *client, CHAR *password)

This function provides a primitive to send an FTP PASS message to the server. This
function has multiple success conditions, including the generic ‘success message,
indicating that no further action is necessary, and the ‘need account’ message, indicating
that an account name (transferred via the ACCT function) is necessary. Note that this
function will (most likely) return an error if it is not preceded by a USER command. The
error is returned based on the implementation of the server.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_C i ent structure.
passwor d (CHAR *) Pointer to the string containing the password.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_CVD_NOT_| MPLEMVENTED,
FTP_SUCCESS,
FTP_NEED_ACCOUNT,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_BAD_CMD_SEQUENCE,
FTP_I NVALI D_USER or
FTP_BAD_RESPONSE.
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NU FCP_dient ACCT

I NT FCP_Client ACCT(FTP_CLIENT *client, CHAR *account)

This function provides a primitive to send an FTP ACCT message to a server. This
function will (most likely) return an error, if it is not directly preceded by either a USER
or aPASS command. The error isreturned based on the implementation of the server.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
account (CHAR *) Pointer to the string containing the account name.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,

FTP_I NVALI D_ACCOUNT,
FTP_CVD_NOT_| MPLEVENTED,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_BAD_CMD_SEQUENCE,
FTP_I NVALI D_USER or
FTP_BAD_RESPONSE.
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NU FCP_dient CWD
NU FCP_dient XCWD

INT FCP_Client _CWD(FTP_CLI ENT *client, CHAR *path)

I NT FCP_Client XCW)(FTP_CLIENT *client, CHAR *path)

This function provides a primitive to send an FTP CWD (change working directory)
message to the server. An error from the server indicates that the path was either not
valid or was inaccessible (privileged access areas, etc.). Note that the XCWD version is for
backward compatibility with older servers that may not recognize the newer forms. The
CWD variant will call the XCWD variant if an unrecognized command error is received.
The XCWD function need not ever be used, and is here for reference only.

Parameters

Parameter M eaning

client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.

pat h (CHAR *) Pointer to the string containing the new directory.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMD_UNRECOGNI ZED
FTP_BAD_CMD_FORMAT,
FTP_CMD_NOT_| MPLEMENTED,
FTP_| NVALI D_USER,

FTP_FI LE_NOT_FOUND or

FTP_BAD_RESPONSE.
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NU FCP_d i ent MD
NU FCP_dient XMKD

I NT FCP_Client _MD(FTP_CLI ENT *client, CHAR *path)

I NT FCP_Client XMKD(FTP_CLI ENT *client, CHAR *path)

This function provides a primitive to send an FTP MKD (make directory) message to the
server. An error from the server indicates that the path was invalid or that creating a
directory was a privileged action. Note that the XMKD version is for backward
compatibility with older servers that may not recognize the newer forms. The MKD
variant will call the XMKD variant if an unrecognized command error is received. The
XMKD function need not ever be used, and is here for reference only.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
path ( CHAR *) Pointer to the string containing the new directory.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEVENTED,
FTP_I NVALI D_USER,

FTP_FI LE_UNAVAI LABLE or

FTP_BAD_RESPONSE.
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NU FCP_Cdient RMD
NU FCP_dient XRMD

INT FCP_Client RVMD(FTP_CLI ENT *client, CHAR *path)

INT FCP_Client _XRVMD(FTP_CLI ENT *client, CHAR *path)

This function provides a primitive to send an FTP RVD (remove directory) message to a
server. An error from the server indicates that the path was invalid, undeletable (under
MSDOS, still had filesin it), or that removing a directory was a privileged action. Note
that the XRVD version is for backward compatibility with older servers that may not
recognize the newer forms. The RVD variant will cal the XRVD variant if an
unrecognized command error is received. The XRVD function need not ever be used and
is here for reference only.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
pat h (CHAR *) Pointer to the string containing the directory to
remove.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CMD_NOT_| MPLENMENTED,
FTP_BAD_CMD_SEQUENCE,
FTP_| NVALI D_USER,

FTP_FI LE_UNAVAI LABLE or

FTP_BAD_RESPONSE.
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NU FCP_d i ent CDUP
NU FCP_dient XCUP

INT FCP_Client _CDUP(FTP_CLIENT *client)
INT FCP_Client _XCUP(FTP_CLIENT *client)
This function provides a primitive to send an FTP CDUP (change directory to parent)
message to the server. This function causes the server to change the working directory to
the parent of the current directory. An error from the server indicates that the path was
invalid or was inaccessible (due to privilege level).

Parameters

Parameter M eaning

client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CVD_UNRECOGNI ZED,
FTP_BAD_CMVD_FORMAT,
FTP_CMD_NOT_| MPLEMENTED,
FTP_|I NVALI D_USER,

FTP_FI LE_NOT_FOUND or

FTP_BAD_RESPONSE.
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NU FCP_d i ent PASV

I NT FCP_C i ent _PASV(FTP_CLI ENT *client,
struct addr_struct *servaddr)

This function provides a primitive to send an FTP PASV (passive connect) message to the
server. An error will indicate that the server does not recognize or allow this command.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_d i ent structure.
servaddr ( STRUCT ADDR_STRUCT *) Pointer to the structure
containing the address to retrieve from the server.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CMD_NOT_| MPLEMENTED,
FTP_I NVALI D_USER or

FTP_BAD_RESPONSE.
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NU FCP Cient QUT

INT FCP_Client_QUI T(FTP_CLIENT *client)

This function provides a primitive to send an FTP QUI T message to the server. This
function signals to the server that the client desires an end of the connection. The actual
TCP closeisinitiated by the server.

Parameters

Parameter M eaning

client (FTP_CLI ENT *) Pointer tothe FTP_CO i ent structure.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_CMD_UNRECOGNI ZED or
FTP_BAD_RESPONSE.
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NU FCP_C i ent SYST

INT FCP_Client SYST(FTP_CLIENT *client,
CHAR *buffer,
I NT buffsize)

This function provides a primitive to send an FTP SYST (system information) message to
the server.

Parameters
Par ameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_C i ent structure.
buf f er (CHAR *) Pointer to the storage location for the system
information.
buf fsi ze (I NT) Sizeof the buffer.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEVENTED,
FTP_FI LE_UNAVAI LABLE or

FTP_BAD_RESPONSE.

52 k



Chapter 2 - Nucleus FTP Package

NU FCP_Cient STAT

I NT FCP_Client STAT(FTP_CLIENT *client,
CHAR *pat h,
CHAR *buffer,
I NT buffsize)

This function provides a primitive to send an FTP STAT (status) message to the server.
The path parameter is a pointer to a character string containing a specification for the
file(s) for which a statusis requested. If empty, the request isfor system information.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
path (CHAR *) Pointer to the character string containing the path to
the object whose statusis desired.
buf f er (CHAR *) Pointer to the storage location for status
information.
buf fsi ze (1 NT) Sizeof the buffer.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,

FTP_I NVALI D_USER,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEMENTED,
FTP_FI LE_UNAVAI LABLE or

FTP_BAD_RESPONSE.
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NU FCP_dient HELP

INT FCP_Client HELP(FTP_CLIENT *client,
CHAR *t opi c,
CHAR *buffer,
I NT buffsize)

This function provides a primitive to send an FTP HELP message to the server. The
t opi ¢ parameter is a pointer to a character string containing the topic for which help is
requested. An empty string indicates a request for general help.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_d i ent structure.
topi c (CHAR *) Pointer to the character string containing the help
topic.
buf fer (CHAR *) Pointer to the storage location for help
information.
buf f si ze (1 NT) Size of the buffer.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CVD_UNRECOGNI ZED,
FTP_BAD_CMVD_FORMAT,
FTP_CMD_NOT_| MPLEMENTED,
FTP_FI LE_UNAVAI LABLE or

FTP_BAD_RESPONSE.
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NU FCP_dient PWD
NU FCP_dient XPWD

FCP_Cient _PWD(FTP_CLI ENT *client, CHAR *buffer, |NT buffsize)
FCP_Cient XPWD( FTP_CLI ENT *client, CHAR *buffer, INT buffsize)

I NT

I NT
This function provides a primitive to send an FTP PWD (print working directory) message
to the server. Note that the XPWD version is for backward compatibility with older servers
that may not recognize the newer forms. The PWD variant will call the XPWD variant if an
unrecognized command error is received. The XPWD function need not ever be used and
is here for reference only.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
buf fer ( CHAR *) Storage location of the directory name.
buf f si ze (CHAR *) Size of the buffer.

Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CMD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEVENTED,
FTP_FI LE_UNAVAI LABLE or

FTP_BAD_RESPONSE.
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NU FCP_d i ent NOCP

I NT FCP_Cli ent _NOOP(FTP_CLIENT *client)

This function provides a primitive to send an FTP NOOP (no operation) message to the
server. This function is only included for RFC compliance, as it does not do anything of
substance.

Parameters

Parameter M eaning

client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,

FTP_CMVD_UNRECOGNI ZED or
FTP_BAD_RESPONSE.
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I NT FCP_Client _RNFR(FTP_CLIENT *client, CHAR *path)

This function provides a primitive to send an FTP RNFR (rename from) message to the
server. An error from the server will indicate that the file is not accessible, the file does
not exist, or that the command is not allowed at al. A success reply indicates that a RNTO
command must be sent as the next command message.

Parameters

Parameter M eaning

client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.

pat h ( CHAR *) Pointer to the string containing the original name.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_FI LE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEVENTED,
FTP_I NVALI D_USER,

FTP_FI LE_UNAVAI LABLE or

FTP_BAD_RESPONSE.
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NU FCP_Cdient RNTO

INT FCP_Client _RNTQ(FTP_CLIENT *client, CHAR *path)

This function provides a primitive to send an FTP RNTO (rename to) message to the
server. This function will return a failure if it is not immediately preceded by a RNFR
command.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
pat h ( CHAR *) Pointer to the string containing the new name.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_CVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CMD_NOT_| MPLEMENTED,
FTP_BAD_CMD_SEQUENCE,
FTP_|I NVALI D_USER
FTP_NEED_ACCOUNT,

FTP_| NVALI D_FI LE_NAVE or

FTP_BAD_RESPONSE.
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NU FCP_dient DELE

INT FCP_Client DELE(FTP_CLIENT *client, CHAR *path)

This function provides a primitive to send an FTP DELE message to the server. The
pat h parameter is a pointer to a character string containing the name of a remote file to
delete. If a path isincluded in the string, it refers to a path on the server machine. An
error indicates that the file did not exist or that the file could not be del eted.

Parameters
Parameter M eaning
client (FTP_CLI ENT *) Pointer tothe FTP_Cl i ent structure.
pat h ( CHAR *) Pointer to the string containing the file to delete.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
the following:

FTP_STACK_ERROR,
FTP_SERVI CE_UNAVAI LABLE,
FTP_FI LE_UNAVAI LABLE,
FTP_CMVD_UNRECOGNI ZED,
FTP_BAD_CMD_FORMAT,
FTP_CVD_NOT_| MPLEVENTED,
FTP_I NVALI D_USER,

FTP_FI LE_UNAVAI LABLE or

FTP_BAD_RESPONSE.
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Files Shipped with Nucleus Telnet

File Name Description

TL_UTIL.C Telnet utilities.

NEGOTI AT. C Telnet negotiation utilities.

DBC. C Core Nucleus Debugger routines.

DBT. C Nucleus Debugger routines.

DB_DEFS. H Nucleus Debugger external function reference.

DB_EXTR H Nucleus Debugger Contants.

VTKEYS. H Terminal emulation key mapping table.

TELOPTS. H Macros for Telnet codes.

TEL_EXTR H External definitionsfor Telnet functions.

NVT. H Negotiation options table for client and server.

NKEYS. H The key values of the PC keystrokes.

N_ANSI . H Macros for Non-ANSI functions.

NU_TLNET. H This is the only file needed to include by an application to
access all User-Level Telnet functions.

W NDAT. H Data structure of the parametersfor a Telnet session.

Defines and Data Structures

Defines

Following are configurable constants for the Nucleus Telnet Server.

Define Variable

Value

MAX_NEGO OPTI ONS

5

MAX_NEGO _LENGTH

MAX_NEGO_OPTI ONS * 4

MAX_TABLE ENTRI ES

MAX_NEGO OPTI ONS * 2

NCOLCRS

2

TN_VERSION_COMP

To make NU_Tel net _Send( ) service to operate as it did in the previous release,
change the compatibilty macro TN_VERSI ON_COWP in TELNET/ | NC/ TELOPTS. H to

TN 1 1 #define TN VERSION COWP TN 1_1.
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Data Structures
The data structure TN_SESSI ON_STRUCT contains all parameters for a Telnet Session.

struct TN_SESSI ON_STRUCT

{
unsi gned short col or s[ NCOLORS] ;

unsi gned char mmane[ 16],
I i nenode_mask,
| i nenode[ 82] ;
int pnum
socket,
bkscrol |,
wi dt h,
rows,
tel state,
subst at e,
ternstate,
nego_NAWS,
crfollow,
nego_TERMIYPE,
bksp,
del,
sl c[31],
sl n31];
char *ftpopts;
unsi gned int mapout put: 1,
vtw ap: 1,

I nflag: 1,

| medit: 1,

litflag:1,

|itecho: 1,

softtab: 1,

trapsig: 1,

hal f dup: 1,

ternsent: 1,

i binary: 1,

i want bi nary: 1,

ubi nary: 1,

uwant bi nary: 1,

i goahead: 1,

ugoahead: 1,

echo: 1,

timng:1,

capon: 1,

condebug: 2;

FI LE *capf p;
struct TN_SESSI ON_STRUCT *next, *prev;
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The data structure NVT_KEY is the data structure for the mapping table.

t ypedef struct nvt

{
int key_val ue;
char key_string[5]; /* the NVT ESC string */
char string2[6];

} NVT_KEY;

Service Call Primitives

The Nucleus Telnet API service call primitives are ssimple functions that handle the task
of initializing Telnet applications, negotiating with the other side and building the
connection.

NU Tel net _Server Accept
I NT NU_Tel net _Server _Accept (I NT socket)

Thisfunction isresponsible for accepting a connection from a Telnet client.

Parameters

Parameter M eaning

socket (I NT) Specifies the socket index of this connection.
Return Value

Upon successful completion of this service, it returns a socket index. Otherwise, it
returns avalue lessthan O.
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NU Tel net _Send

I NT NU_Tel net _Send(| NT socket, CHAR *fnt)

This function is responsible for sending data to the network during Telnet
communication. NU Tel net _Send is different from NU_Send() in that a variable
number of arguments are allowed. If this feature is not needed, NU_Send should be
used instead.

Parameters

Parameter M eaning

socket (1 NT) Specifiesthe socket index of this connection.

fnt (CHAR *) pointer to the buffer containing the data to be sent.
Return Value

Upon successful completion of this service, it returns the number of bytes sent.
Otherwise, it returns a value less than 0.
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NU Tel net _Start Negoti ate

VO D NU_Tel net _Start _Negoti ate(l NT socket, CHAR *nego_t abl e)

Thisfunction isresponsible for starting a Telnet negotiation.

Parameters
Parameter M eaning
socket (I NT) Specifies the socket index of this connection.
nego_tabl e (CHAR *) A pointer to an array of even elements, the
first element of each pair is the index of the Telnet
negotiation command, the second is the Telnet
negotiation option.
Return Value
None
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NU Tel net _Specific_Negotiate

VO D NU_Tel net _Specific_Negotiate(l NT socket, |NT option)

This function is responsible for insisting on a negotiation for window size (terminal
screen) until it gets a response from the other end. The Telnet service
NU Tel net _Start_Negoti ate isdesigned to do abasic negotiation. It is easy for the

user to modify this function by following its style to require specific negotiation for some
other parameter. Its main body is awhile loop, asfollows:

while (1)

{

}

cnt = NU_Recv(socket, data, 200, 0);
NU_Tel net _Parse(socket, data, cnt, 0);
if (!'(tw>nego_NAWSE&NEGO HE ACKED) )

NU_Tel net _Send(socket, “%%%”, |AC, DOTEL, NAWS) ;
el se

br eak;

NU_SI eep(1);

Where nego_NAWS isaglobal variable used as a flag for the negotiation status of NAWS
(the window size). nego_NAWS is declared inside W NDAT. H, and NEGO_HE_ACKED,

| AC, DOTEL and NAWS are macro defined inside TELOPTS. H. For further information
please refer to RFC 854.
Parameters
Parameter M eaning
socket (1 NT) The socket index of this connection.
option (I NT) Thetelnet option for this connection.
Return Value
None
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NU I nstall Negotiate Options

VO D NU_Install _Negoti ate_Opti ons(CHAR *nego_buf, CHAR *nego_t abl e)

This function is responsible for installing the negotiation options. It is caled by
NU Tel net _Start_Negoti ati on(). Thisfunction does not need to be called directly.
NU I nstal | _Negotiate_Options will install all the negotiation options into the
buffer according to the command and option tables. These tables, called
client_nego_table[] and server_nego_t abl e[ ], are declared in the file NVT. H.
The server tableis declared as follows:

unsi gned char server_nego_t abl e[ MAX_TABLE_ENTRI ES] ={
NOTHI NG, Bl NARY,

W LL, ECHO,

DO WLL, SGA

DO, NAWS,

DO TERMIYPE
b

The first column lists the commands, the second lists the options. The user can find these
MACROs of commands and of options in TELOPTS. H. More information on Telnet
options, option formatting, and the definition of each command can be found in RFCs
854 and 855.

The table nego_t abl e[] is designed for basic usage. This table can be modified to
match individual needs. However, the formatting should be followed exactly.

Parameters
Parameter M eaning
nego_buf (unsi gned char *) Pointer to the buffer where the
negotiation options are to be installed.
nego_tabl e (CHAR *) Pointer to the table of negotiation options to
install.
Return Value
None
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NU Tel net _Init_Paraneters

VO D NU_Tel net _Init_Paraneters(lNT socket)

This function is responsible for initializing the parameters of a Telnet session. The
memory for a Telnet session structure is alocated when its fields are initialized. The
array of pointersto Telnet sessionsis declared in W NDAT. H.

The socket index of this connection is specified by socket .

Parameters
Parameter M eaning
socket (1 NT) The socket associated with the connection.
Return Value
None
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NU Tel net _Free Paraneters

VO D NU_Tel net _Free_Par anet ers(|I NT socket)

This function is responsible for freeing the memory allocated
NU_Tel net _I nit _Par anmet er s() . These two functions must be used together.

The socket index of this connection is specified by socket .

Parameters

by

Par ameter M eaning

socket (1 NT) The socket associated with the connection.

Return Value

None
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NU Tel net _Check Connecti on

I NT NU_Tel net _Check_Connection(I NT socket, INT close_it)

Thisfunction isresponsible for checking and closing a Telnet connection.

Parameters
Parameter M eaning
socket (1 NT) Specifiesthe socket index of this connection.
close_it (1 NT) Specifiesif the service should check the connection
only, or if a close should be performed.
Return Value

Upon successful completion of this service, it returns SCLOSED. Otherwise it returns a
value less than 0.
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NU Tel net _d i ent _Connect

I NT NU _Tel net _d i ent_Connect (CHAR *server _i p, CHAR *server _nane)

Thisfunction is responsible for opening a connection with a Telnet server.

Parameters
Parameter M eaning
server_ip (CHAR *) Pointer to the network ip address of the
server host.
server_nanme (CHAR *) Pointer to the machine name of the server
host. Nucleus Telnet utilities does not use the machine
table.
Return Value

Upon successful completion of this service, it returns the socket index. Otherwise, it
returns a value less than 0.
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NU Recei ved Exit

I NT NU_Recei ved_Exit(CHAR *data, |INT cnt);

This function validates the exit command from the client.

Parameters
Parameter M eaning
dat a ( CHAR *) Pointer to the input string to be parsed.
cnt (I NT) The length of the string to be parsed.
Return Value

This function returns 0 if no exit command was found and 1 if an exit command was
found.
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NU C ose_And_Check Retval

I NT NU_d ose_And_Check_Retval (I NT socket)

This function validates the return value of NU_Cl ose_Socket ().

Parameters

Par ameter M eaning

socket (I NT) The socket index of the Telnet connection.
Return Value

This function returns the status of the NU_Cl ose_Socket () call.
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NU Tel net _Socket

I NT NU_Tel net _Socket (CHAR *server _i p, CHAR *server_nane)

This function creates the first socket for the telnet connection.

Parameters
Parameter M eaning
server_ip ( CHAR *) Pointer to the Telnet server ip.
server_name ( CHAR *) Pointer to the Telnet server name.
Return Value

Upon successful completion of this service, it returns the socket index. Otherwise, it
returns - 1.
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Internal Service Calls

The Nucleus Telnet APl internal service calls are functions that handle the details of the
communication according to the Telnet protocol (see RFC 854). The functions discussed
in this section include a brief description, the function's syntax, a description of any
parameters used and return values.

NU Tel net _Pick _Up_ Asci i
I NT NU _Tel net _Pi ck_Up_Ascii (U NT8 *st, INT cnt)
This function is responsible for picking up only ASCII code bytes from the incoming

data. It will filter out all Telnet commands and options, terminal emulation key codes,
and ESC characters. It collectsthe rest of the datain the original buffer.

Parameters
Parameter M eaning
st (unsi gned char *) Pointer to the data buffer.
cnt (1 NT) Specifies how many bytes of data are in the buffer pointed
toby st.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise it returns
one of the following codes:

Code M eaning

1 Sub-negotiation codes

2 Telnet command and option
4 ASCII codes

8 ESC string
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NU Tel net Parse

I NT NU_Tel net _Parse(I NT socket, U NT8 *st, |INT cnt,
I NT term nal)

This function is responsible for parsing the incoming data from the other end of a Telnet
connection. It will recognize the Telnet commands and options and execute them

automatically.

Parameters

Parameter M eaning

Socket (1 NT) The socket index of this connection.

St (unsigned char *) Pointer to the buffer where the
received datais stored.

Cnt (1 NT) Thelength of the data buffer.

Ter ni nal (INT) Specifies whether data other than Telnet
commands and telnet options will be automatically
dumped to the users terminal screen when one is present.

Return Value

This service always returns NU_SUCCESS.
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NU Tel net _Get Filtered Char

CHAR NU Tel net _Get _Filtered_Char (I NT socket, |NT bl ock)

This function is responsible for getting one character from the network. If the incoming
byte is the first byte of the string of a Telnet command or option, or is the string of
terminal emulation keystroke code, this function will continue to collect characters. The
resulting string is then passed to the appropriate function for processing. If the parameter
block is set, this service will wait until it gets one character, and will return it to the
caler. If the parameter block is not set, it simply checks the network buffer without
waiting.

Parameters
Parameter M eaning
socket (I NT) Specifies the socket index of this connection.
bl ock (1'NT) Specifies whether or not the routine needs to wait for
incoming data.
Return Value

Upon successful completion of this service, it returns an ASCII character. If bl ock
equals 0, and there is no incoming data, the return valueis 0.
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NU Recei ve_NVT_Key

I NT NU_Recei ve_NVT_Key(I NT socket, CHAR *string, CHAR execute)

This function is responsible for converting a received key mapping code to the
corresponding local key value (according to the pre-defined mapping table declared in
VTKEYS. H), and explaining it, or executing the function that it represents. The Nucleus
NET Telnet Utilities cannot be designed to cover al terminal types. Local key values are
dependent on the user’s device and application program. This table can be modified,
expanded, or more tables can be added to suit the environment. The user may need to add
function calls to do what each specific key will invoke.

Parameters
Parameter M eaning
socket (I NT) Specifies the socket index of this connection.
string (CHAR *) Pointer to the key code string to be converted.
execute (CHAR) Flag that determinesif the function that the key
value represents is executed.
Return Value

Upon successful completion of this service, it returns the number of bytes string
contains. Otherwise, it returns 0.
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NU Send_ NVT_Key

VO D NU_Send_NVT_key (I NT socket, unsigned int c)

This function is responsible for sending a local keystroke to the remote host. If the local
key valueis listed in the mapping table pre-defined in  VTKEYS. H,
to the terminal emulation key string according to the table. Then the string will be sent
to the remote host. Nucleus NET Telnet Utilities cannot be designed to cover all
terminal types. Local key values are dependent on the user’s device and how the user’s
application program produces it. This table can be modified, expanded, or more tables

can be added according to the environment.

Parameters
Parameter M eaning
socket (1 NT) Specifiesthe socket index of this connection.
c (unsi gned int) Thevaue of local key.
Return Value
None
80
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Introduction

The Nucleus TFTP Server supports OCTET (binary) mode, as discussed within RFC
1350. It processes read and write requests from a TFTP Client.
depending on the request, will read data from or store data into the user specified file
system via function calls to the Nucleus FAL (File Abstraction Layer). The Nucleus
FAL supports Nucleus File, the NT File System and an In-Memory File System, or it can

be easily modified to meet the user’s current file system.

Files Shipped with Nucleus TFTP Server

File Name Description
TFTPS. C All TFTP routines necessary to implement an RFC
compliant TFTP Server.
NU_TFTPS. H This is the only file needed to include by an application to
access all User-Level Nucleus TFTP Server functions.
TFTPEXTS. H Function prototypes of all TFTP Server routines.
& A

The TFTP Server,
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TFTP Server Defines and Data Structures

Defines

The TFTP Server uses several constantsin the form of #def i nes. Thefollowingisalist
of these defines, their values, and in what category they belong (whether they are areturn
code, internally used values, or parameter values).

Name Value Category
TFTP_RRQ_OPCODE 1 Parameter Value
TFTP_WRQ_OPCODE 2 Parameter Vaue
TFTP_DATA_ OPCODE 3 Parameter Vaue
TFTP_ACK _OPCODE 4 Parameter Value
TFTP_ERROR_OPCODE 5 Parameter Value
TFTP_OACK_OPCODE 6 Parameter Value
TFTP_ERROR -302 Return Code

TFTP_FI LE_NFOUND -303 Return Code
TFTP_ACCESS_VI OLATI ON -304 Return Code
TFTP_DI SK_FULL -305 Return Code
TFTP_FI LE_ERROR -306 Return Code
TFTP_BAD_OPERATI ON -307 Return Code
TFTP_UNKNOWN_TI D -308 Return Code
TFTP_FI LE_EXI STS -309 Return Code
TFTP_NO_SUCH_USER -310 Return Code
TFTP_BAD_OPTI ON -311 Return Code
TFTP_NO_MEMORY -312 Return Code
TFTP_CON_FAI LURE -313 Return Code
TFTP_SUCCESS 0 Return Code
TRANSFERRI NG _FI LE 100 Internally Used Value
TRANSFER_COVPLETE 102 Internally Used Value
TFTP_BLOCK_SI ZE_DEFAULT 512 Internally Used Value
TFTP_HEADER_SI ZE 4 Internally Used Value
TFTP_ACK_SI ZE 4 Internally Used Value
TFTP_BLOCK_SI ZE_MAX 65464 Internally Used Value
TFTP_BLOCK_SI ZE M N 8 Internally Used Value
TFTP_BUFFER_SI ZE M N 50 Internally Used Value
TFTP_PARSI NG_LENGTH 128 Internally Used Value
READ_TYPE 1 Internally Used Value
WRI TE_TYPE 2 Internally Used Value
TFTP_NUM_RETRANS 3 Internally Used Configurable Value
TFTP_TI MEQUT_DEFAULT 60 Internally Used Configurable Value
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Data Structures

The TFTP_OPTI ONS data structure storesthet i neout , bl ksi ze and t si ze as specified
by the user (or the default value if not specified). The structure also contains the flags
ti meout _acknow edged, bl ksi ze_acknow edged, andt si ze_acknow edged.

typedef struct tftp_options

{
Ul NT16

Ul NT16
Ul NT32
I NT16
I NT16
I NT16

} TFTP_OPTI ONS;

timeout;

bl ksi ze;

tsize;

ti meout _acknow edged,;
bl ksi ze_acknow edged;
tsi ze_acknow edged;

The TFTP_CB data structure serves as the TFTP control block.

typedef struct tftp_cb

{
CHAR

*trans_buf;

TFTP_OPTI ONS opti ons;

Ul NT32
Struct
| NT16
U NT16
I NT16
| NT16
I NT16
char
char

} TFTP_CB;

cur _buf _si ze;

addr _struct server_addr;
socket _nunber;

bl ock_nunber;

tid;

st at us;

type;

*file_nane;

*nmode;



TFTP Server Initialization

TFTP_Server _Init

STATUS TFTP_Server _I nit (CHAR *dv_nane)

Chapter 4 - Nucleus TFTP Server

This function initializes the TFTP_Ser ver _Task. This is the external interface to start
the TFTP service within the user’'s application. The parameter dv_nane is passed in
after the initialization of the user’s network devices. The user may specify which device

to use or passin NULL to use any available device.

Parameters
Parameter Description
dv_nane The name of the device that will hold the TFTP Server or
NULL if the user wishes to not use a specific device.
Return Value

Upon successful completion of this service, it returns NU_SUCCESS. Otherwise, it returns
NU_I NVALI D_POOL, NU_NO_MEMORY or NU_I NVALI D_SI ZE.
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Configuring Nucleus Extended Protocol Package
Demonstration

This chapter provides generic information about the Nucleus Extended Protocol Package
Demonstration program. This application actually consists of four demos: A TFTP
Server, a Telnet Server, an FTP Server, and an FTP Client. The application can be built
to include one, al, or any combination of the aforementioned demos. Each of these is
discussed below.

Note that FTP and TFTP require a file system to work. The Extended Protocol Package
makes use of the File Abstraction Layer provided with Nucleus NET for this purpose.
FAL includes support for an In-Memory File System so the demo can be executed even if
a physical storage device is not present. Please see the FAL documentation for more
information.

The demonstration application provided with Nucleus NET can be executed in a lite
mode utilizing only the Nucleus NET loopback interface. The Extended Protocol
Package demonstration cannot be used in this manner. A physical device such as
Ethernet and/or PPP must be available, and there must be a working driver for this
interface.

The package demonstration consists of six files; DBC. C, DBT.C, DB _DEFS. H,
DB_EXTR H, DEMJO .C, and XPROTD. C. An explanation of the functionality of each
fileis given below:

File Functionality

DBC. C Core Nucleus Debugger routines used by the Telnet demo task.

DBT. C Nucleus Debugger routines used by the Telnet demo task.

DB_DEFS. H Nucleus Debugger constants.

DB_EXTR H Nucleus Debugger routine declarations.

DEMO . C General network initialization for the demonstration.  Also
includes user configurable parameters.

XPROTD. C Demonstration application.
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DEMOI.C

The DEMO . C file is the target specific file for the demonstration program and is
provided with Nucleus NET. It performs network initialization and device initialization.
Please see the Nucleus NET Reference Manual for more information on thisfile.

Once DEMO _I NI T_TASK has completed, an event is triggered to begin the tasks in the
XPROTD. Cfile.

Following are the three global variables you may need to configure in DEMJ . C, thisis
usually done during software installation. The FTP server and local IP address can be
hard coded into DEMO . C, the default configuration, or NU_GET_HOST_BY_NAME can
be used to resolve the FTP server address and DHCP or BOOTP can be used to resolve the
local IP address. The three |P addresses must be valid before DEMO . C sets the event to
start the Nucleus Extended Protocol demonstration.

Global Description
DEMO _FTP_SERVER | The IP address of the remote FTP Server with which the
FTP Client in the demonstration program communicates.

DEMO _LOCAL_I P The loca IP address of the device running the
demonstration program.
DEMO _SUBNET The subnet mask of the local | P address.
XPROTD.C

The XPROTD. C file that came with your port of the Nucleus Extended Protocol Package
provides a demonstration of how to incorporate each of these protocols into your own
application. XPROTD. C is responsible for the following functionality: initializing
application tasks, initializing the system memory pool, initializing the File System, and
initializing the Nucleus TFTP Server, Telnet Server, FTP Server and FTP Client.

The demonstration consists of three tasks. Each task begins upon completion of
DEMO _I NI T_TASK in the DEMO . C file. Completion of this task sets a Nucleus PLUS
event. The tasks that make up the extended protocol demonstration will suspend pending
the setting of this event. A description of each protocol’s behavior and configurable
parameters follows.
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FTP Client

The FTP Client can be included / excluded by flipping the switch FTPC_DEMO found at
the top of XPROTD. C. In order to execute the FTP Client portion of the demonstration,
there must be a FTP Server on your network with which the FTP Client can
communicate. The task entry function for the FTP Client is XPR_FTPC _TASK. It will
also be necessary to configure the username and password used by the client to log onto
the server. Modify the two global variables XPR_FTPC_PASWand XPR_FTPC_USNANME
found in XPROTD. C to configure the username and password. The IP address of the
server with which the FTP Client will communicate is defined by the global variable
DEMO _FTP_Server foundin DEMO . C.

When the FTP Client executes, it will create the file DEMO. TXT, open a data connection
with a remote server, login with a username and password, create a new directory
TESTDI R, and change to the new directory TESTDI R. The task will then transmit the file
DEMO. TXT to the server, retrieve the file DEMO. TXT from the server, change to the parent
directory, retrieve adirectory listing of TESTDI R, delete the file DEMO. TXT and delete the

directory TESTDI Rfor as many iterations as the user hasindicated in XPR_FTPC_LQOOPS.

User configurable parameters are located in the section entitled USER CONFI GURABLE
PARAMETERS and consist of the following:

Parameter Description

XPR_FTPC_PASW User name to log onto the FTP Server.
XPR_FTPC_USNAME User password to log onto the FTP Server.
XPR_FTPC_SLP Ticksto sleep between FTP Client commands.
XPR_FTPC_LOCPS Iterations of FTP Client send/retrieve.
XPR_FTPC_FI LE_SI ZE | Sizeof filefor FTP Client to create.

90 k



Appendix A -

FTP Server

The FTP Server can be included / excluded by flipping the switch FTPS_DEMO found at
the top of XPROTD. C. The task entry function for the FTP Server isXPR I nit. The IP
address of the server is defined by the global variable DEMO _LOCAL_I P found in
DEMO . C. The FTP Server is dependent on a real file system, as opposed to the In-
Memory File system. Nucleus FILE can be used to meet the file system requirements of
the FTP Server and if not present can be purchased from ATI. See the FAL chapter in the
Nucleus NET Reference Manual for more information on how to configure the file
system.

When the FTP Server executes, it will wait indefinitely for a connection from an FTP
Client on the default port 21. Once a connection is received, it will process the
connection according to the client’s requests.

An FTP Client is required to communicate with the Nucleus FTP Server. The FTP Client
utility supplied with Windows NT/95/98 and the various flavors of UNIX and Linux can
be used for this purpose. If the IP address of the embedded target FTP Server is
192.200.100.1, then simply enter “ft p 192. 200. 100. 1" at acommand prompt.

TFTP Server

The TFTP Server can be included / excluded by flipping the switch TFTPS_DEMO found
at the top of XPROTD. C. The task entry function for the TFTP Server isXPR_I nit. The
IP address of the server is defined by the global variable DEMO _LOCAL_I P found in
DEMO . C.

When the TFTP Server executes, it will wait indefinitely for a connection from a TFTP
Client on the default port 69. Once a connection is received, it will process the
connection according to the client’s requests.

A TFTP Client is required to communicate with the Nucleus TFTP Server. A TFTP
Client utility is generally supplied with Windows NT and the various flavors of UNIX
and Linux. For other platforms you will need to acquire a TFTP Client. Shareware and/or
freeware clients can be found on the Internet. To communicate with the TFTP server
simply enter “t ftp xxx. xxx. xxx. xxx”, where XxXx.XxX.Xxx.xxx is the |P address of
the embedded target.
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Telnet Server

The Telnet Server can be included / excluded by flipping the switch TELNET _DEMOfound
at the top of XPROTD.C. The task entry function for the Telnet Server is
XPR Tel net _Task. The IP address of the server is defined by the global variable
DEMO _LOCAL_| Pfoundin DEMO . C.

When the Telnet Server executes, it will begin a Nucleus Debug Session and wait
indefinitely for a connection from a Telnet Client on the default port 23. Once a
connection is received, it will process the connection according to the client’s requests.

A Telnet Client is required to communicate with the Nucleus Telnet server. The Telnet
Client utility supplied with Windows NT/95/98 and the various flavors of UNIX and
Linux can be used for this purpose. If the IP address of the embedded target is
192.200.100.1, then enter “t el net 192. 200. 100. 1" at acommand prompt.
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Extended Protocol Package 1.2

Enhancements
=  Simple User Authentication — Can be able to add a user and edit password for
the FTP Server.

= Ableto send time and date when doing a DIR listing on the FTP Server.
» FTP Server ableto operate in passive mode.

= Error handling has been improved.

New API Calls

Name Description
NU_FTPC_ Qi ent _ | Thisfunction appends the local file to aremote file that exists
Append_To_File | onthe FTP server.

NU_FTPC_CQ i ent _ | Thisfunction retrieves a directory listing from the FTP server.
Nl i st

New Files
“ilename Description
FC.C FTP Client and Server common functions. These functions can
be used by both client and server.
FC_EXTR H Function declarations for FC. C.
FTP_CFG C FTP Client and Server configuration file for customization of

the FTP embedded application by the developer. This file
contains initialized data to be compiled in the project.

FTP_CFG H FTP Client and Server configuration file for customization of
the FTP embedded application by the developer. This file
contains constant definitions.

Newly Defined Macros

FTPS_| NACT_TI MEQUT
FTPS_DATA_TI MEQUT
FTPS_GET_CURRENT YEAR
FTP_MAX_| D_LENGTH
FTP_MAX_PW LENGTH
FTPC_| NACT_TI MEOUT
FTPC_CCONN_TI MEQUT
FTPC_DATACT_TI MEQUT
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